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But people are more effective with

resources: 

◆ Planning and testing give

recovery teams more options, enhanc-

ing their chances of success.

◆ Adequate resources ensure that

plans can be properly executed and

also help teams  respond quickly to

events that are

unexpected. 

◆ S u p p o r t

allows recovery

teams to concen-

trate on the tasks

at hand. 

This paper discusses the forma-

tion, preparation, and support of

recovery teams from the standpoint

of the people who comprise them. 

The Right People 
Disaster ecovery teams are the

organized groups of people that actu-

ally fix problems caused by disasters.

Recovery team members are the peo-

ple who actually have the wrenches

in their hands and the keyboards at

their fingertips. They are the individ-

uals who must perform under intense

pressure during a stressful recovery.

Naturally, the success of a recovery

team is directly related to the quali-

ties of the members. Too often, how-

ever, recovery teams are populated by

junior staff members or by unmotivat-

ed staff members. The effects of such

short-sightedness are only discovered

during a disaster, as minutes fly by

and management calculates the cost

of downtime. 

The best candidates for disaster

recovery teams might be character-

ized as thought leaders in the ranks—
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n disaster recovery, it is commonplace for

dedicated people to perform heroic acts

that save their enterprises. The collective

knowledge, skill, ingenuity and intuition

of its disaster recovery team is often what enables

an enterprise to recover from a disaster.

I Abstract
It’s easy to think of disaster

recovery as a dry technical chal-
lenge. But this is a mistake; in
reality, the difference between a
great recovery team and one
that falls down on the job is the
caliber of the team members.

All too often, enterprises
populate their disaster team
with a blend of raw, inexperi-
enced staffers and burnout cases
seeking easy duty. This is a crit-
ical mistake when the very sur-
vival of the organization may
rest on the team’s shoulders
during a time of crisis. 

This white paper discusses
the characteristics that mark a
solid disaster recovery team
member; the role management
can play to support and encour-
age the team; and how to pro-
ceed when disaster strikes.

Excerpted from
The Resilient
Enterprise, edited
by Paul Massiglia
and Evan Marcus
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people that everyone goes to with

day-to-day problems. These people

typically understand the enterprise’s

systems, and can usually fix small

problems quickly and with an eye

toward the ramifications of their

actions. 

Not only are these thought leaders

the enterprise’s most knowledgeable

and capable members, they also tend

to be trusted, confident, able to cor-

rect their own mistakes and dedicat-

ed to the success of the enterprise.

Table 1 lists additional characteristics

of ideal disaster recovery team mem-

bers, as well as some characteristics

that should be avoided during team

selection. 

Practice Makes Perfect 
Enterprise resiliency is expensive,

both financially and in human terms.

In order for an enterprise to be

resilient, its executive management

team must invest the time and energy

of some of the most valuable staff

members in preparedness. Not only

must these valued employees be

trained in recovery techniques, they

must also practice disaster recovery

regularly. 

The objective in testing a disaster

recovery plan is to learn what doesn’t

work. It is better to find problems

during a test rather than in a time of

disaster. Experienced staff members

are most appropriate for conducting

tests because they are the best able to

recognize flaws in the plan. 

Supporting the Recovery Team 
The work of recovery teams is an

enterprise’s critical path to disaster

recovery.  Recovery teams must be

able to focus on their work. Providing

a single focal point for status report-

ing helps meet that requirement.

Other actions that tend to streamline

a recovery team’s work should be

adopted as well. For example, if desk-

top computers more powerful than

the enterprise norm would speed

recovery, an investment in the more

powerful PCs would be money well

spent. If executive management

directives could circumvent depart-

mental bureaucracy, those directives

should automatically follow a disas-

ter declaration. 

Recovery teams should also be

given the best possible operational

and logistical support. Prompt, effec-

tive fulfillment of simple roles, such

as general assistant or note taker,

greatly enhances the effectiveness of

skilled recovery team members.

Assistants can fill basic needs (there

can never be too much food, caffeine,

or water at a recovery site), or assist

with liaison to other functional

teams. Note takers maintain the all-

important timeline, record require-

ments and events as they occur,

remind team members of upcoming

events, and even act as team spokes-

people to the enterprise. 

Complete support teams also help

streamline recovery. For example, a

group of technicians charged with

verifying the work of a recovery team

not only relieves the team of that task,

but also provides independent quali-

ty assurance. As another example, the

enterprise’s network and desktop

support teams can relieve recovery

teams from having to provide their

own technical support. Any support

Ideal Recovery Team 
Member Characteristics Characteristics to Avoid

Table 1: Disaster Recovery Team Member Characteristics

◆ Considered expert by peers 

◆ Considered a go-to person for

problems and questions

◆ Works well under pressure 

◆ Confident 

◆ Understands how parts of the

enterprise interact 

◆ Committed to the success of the

enterprise 

◆ Trusted by managers and peers 

◆ Able to manage and prioritize

but also to take direction

◆ Willing to fix problems created

by others 

◆ Hands off manager who doesn’t

actually work on systems 

◆ New to the organization or unfa-

miliar with its systems 

◆ Narrow focus (lack of concern

for other enterprise functions) 

◆ Tendency to err under pressure 

◆ Not adaptable 

◆ Lacking a sense of urgency about

disaster recovery 

◆ Tendency to assess blame rather

than working on problem 
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that enhances a recovery team’s abili-

ty to focus on its core task enhances

recoverability. 

Management Structure 
The Disaster Recovery Chain of Command 

In recent years, disaster recovery

professionals have favored a manage-

ment model called Incident

Command System (ICS) developed

by the U.S. Forest Service for fighting

fires. Multi-day courses that cover the

features and benefits of ICS are avail-

able. The basic philosophy of ICS is

that a single team manages event

response and recovery. Each team

member has a specific role. The sys-

tem works well because it provides a

rigid structure in the midst of chaos.

All team members know what is and

is not expected of them. Moreover, an

enterprise that uses ICS can quickly

and easily coordinate with other

enterprises and agencies that use the

same model and that are responding

to the same event. 

When invoked following a disas-

ter, the Incident Command System

supersedes several aspects of an

enterprise’s normal management

structure. One ICS team is normally

sufficient for a minor recovery. Larger,

more complex recoveries may require

specialist teams for each of several

different functions, with a central

recovery authority providing direc-

tion and a focus for progress report-

ing. For example, a recovery might

include: 

◆ A technical problem solving

team 

◆ A solution implementation

team 

◆ A clean-up team 

◆ An external communications 

team 

◆ An internal logistics team 

All of these would follow Incident

Command System procedures and

would report to a central event man-

agement team. 

Each recovery team should

include representation from appro-

priate enterprise organizations, nor-

mally at the first-line manager or

group leader level. Recovery teams are

not typically populated by executive

staff members. 

The Executive Role 
Disaster recovery usually requires

extensive tactical management.

Executives are typically not involved

in the tactical workings of an enter-

prise, and in most cases, they should

not be involved in the details of disas-

ter recovery either. Executive pres-

ence can also hinder progress because

it is naturally intimidating. Executive

management should receive regular

status reports, and should remain

accessible for strategic decisions,

such as resource conflict and recov-

ery strategy resolution, or major

unplanned expenditure approval.

Executives should also appear pub-

licly, encourage and thank recovery

teams, speak to outside parties, and in

general take all steps necessary to

make sure third parties maintain con-

fidence in the enterprise. 

A company tested its disaster

recovery plan regularly, but took some

shortcuts. Disasters were simulated on

Wednesdays because Tuesday night

was full backup night Recoveries didn’t

have to deal with incremental backup

tapes. Backup tapes were shipped to

the recovery site beforehand so

restores could actually begin before

the simulated disaster. Personnel from

all shifts were on hand to support the

recovery and to learn from their col-

leagues. 

One Friday night, the CIO marched

into the data center and ordered an

immediate disaster declaration. The

first problem was that nobody knew

who was authorized to declare a disas-

ter. When the recovery site was finally

convinced to stage a recovery, the site

manager learned that his night staff

didn’t know how to restore incremental

backups. Worse yet, there was no con-

tact information for the more experi-

enced prime shift operators. 

Fortunately, the CIO was a sensible

person, and didn’t conduct mass fir-

ings. But the lesson was learned.

Disaster recovery plans should be

relentlessly probed for shortcomings,

using Murphy’s Law as a guideline. If

something can go wrong, it will. 

—Andy Bonomo
VERITAS System Engineer

Never Forget Murphy’s Law
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Whatever the chain of command

adopted for disaster recovery, it is

important that both the recovery plan

and the enterprise’s day-to-day

behavior reinforce the principle that

once a disaster has been declared, the

recovery chain of command is in

charge, and significant decisions

must be  made through it. (This is one

reason why it is so important for an

organization to have a formal process

for declaring a disaster).

If leadership during disaster

recovery differs from normal organi-

zational lines, a pro tempore recovery

organization chart should be pub-

lished as part of the recovery plan. It

should be clear to the entire organiza-

tion that the recovery organization

will be in effect from the time of a

declaration until the event manage-

ment team stands down.

How Disasters Affect People 
The rapid traumatic change that

results from disasters affects people

both as individuals and as group

members in unpredictable ways.

Disaster may bring out the best in

them, as with soldiers who become

heroes in battle, or as with ordinary

people who emerge as leaders in a cri-

sis. Disaster may also devastate peo-

ple and make them unable to function

effectively. 

Moreover, individuals’ reactions

to disaster can affect those around

them, and can alter the collective

reaction of a group dramatically

within a short time. A big part of a

recovery team’s responsibility is deal-

ing effectively with the issues of being

human. 

Personal and Family Requirements 
Psychologist Abraham Maslow

identified a hierarchy of needs that

people strive to meet. This hierarchy

ranges from personal security

through shelter and comfort, family

and social group interaction, and on

to self-actualization (a self-motiva-

tional state deriving from satisfaction

with one’s role in life).  

One crucial lesson to be found in

Maslow’s hierarchy is that until their

basic needs are met, people will not

attend to enterprise (social group)

problems. If, for example, a staff mem-

ber’s family is in jeopardy, the staff

member will not be able to focus on

recovering enterprise computer sys-

tems. Disaster recovery plans must

therefore provide for key recovery

team members’ personal needs

(which may be peripheral to the

immediate needs of the enterprise), so

that recovery teams and other affect-

ed staff members will attend to their

recovery, support, and management

roles. 

Not only must recovery plans pro-

vide for key staff members’ personal

and family needs, people must be

made aware that their personal needs

will be met during a recovery.

Otherwise, they may simply disap-

pear from the picture like the admin-

istrator above (see “An Ounce of

Prevention”). Recovery team mem-

bers should be made to feel that the

enterprise cares about them and their

families. 

In cases in which disasters affect

large areas, enterprises may have to

offer temporary shelter and food to a

number of homeless families, either

by themselves or in cooperation with

recovery authorities. In such cases,

human resources professionals

The data center of a nationwide

retailer that relies on its enterprise

network to conduct business was

struck by a hurricane. The main server

room lost power and was flooded. The

(apparently adequate) recovery plan

specified that a particular administra-

tor was responsible for recovering the

server room. When the emergency

management team finally located the

administrator, he said, “Sorry, the roof

of my house blew off and my family is

homeless. We’re leaving the state. I’ll

call in a few days.” 

Staff members’ personal problems

must be an integral part of a disaster

recovery plan. Had this company

planned for the possibility of such a

personal catastrophe, alternate

accommodations for this key employee

and his family might have been pre-

arranged, which would have allowed

him to help with the recovery.

— Bill Weston 

Master Business 

Continuity Professional

An Ounce of Prevention
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should be available to help negotiate

access to medical care, housing, food,

day care, and other necessities. If

recovery team members see that these

measures are in place, they are more

likely to concentrate on enterprise

recovery. 

Dealing with Disappearance 
Many uncontrollable factors,

including death, personal injury,

transportation system failure, and

personal considerations such those

discussed in the preceding section

can prevent recovery team members

from being available when they are

most needed. Even the most complete

recovery plan can fail if key recovery

team members are not present to exe-

cute their parts.  If during a disaster, a

key team member fails to appear as

expected without explanation, two

things must be done absolutely as

soon as possible: 

◆ Efforts must be made to locate

the missing team member, preferably

by non-team members. Other team

members will naturally be concerned

for the missing colleague, and be dis-

tracted from the tasks at hand.

Knowing that efforts are being made

to locate the missing team member

can alleviate that concern. 

◆ A substitute for the missing

team member must be identified so

recovery can proceed on schedule.

The best substitutes are obviously

individuals within the enterprise

with similar skills and knowledge.

Basic or generic skills can be obtained

through contracts with agencies or

individuals. Recovery plans should

provide for replacing key individuals,

as well as contain sources for tempo-

rary and contract labor to meet

unforeseen requirements. 

Demotivation 
Recovering from a disaster can be

overwhelming. The unforeseen events

that inevitably complicate any recov-

ery can lead to personal frustration

and loss of motivation to see the

recovery through to completion. A

recovery team can do several things to

minimize demotivation, both within

the team and across the enterprise:

◆ Frequent testing. People are

more comfortable in familiar situa-

tions, particularly during stressful

times. If a team has practiced its

recovery plan several times before an

actual disaster, team members can

more easily visualize the recovery

goal, and therefore they will not be

overwhelmed by intermediate tasks.

The confidence that comes from fre-

quent testing can actually result in

excitement. Even though no one

wishes for a disaster to happen, it can

be exciting for a recovery team to see

a well-tested plan actually work in a

real situation for the benefit of the

enterprise. 

◆ Effective event management.

Following solid event management

guidelines can also reduce demotiva-

tion. When a recovery appears organ-

ized, and each functional team under-

stands its role, individuals and teams

are less likely to feel overwhelmed.

Such guidelines typically follow two

axioms that also help minimize

demotivation: (1) focus on advancing

the recovery, not on problems

encountered, and, (2) focus on mini-

mizing damage through solid team-

work rather than being concerned
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Until basic needs are
met, people won’t deal
with larger problems
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about placing blame or attacking the

guilty. 

If, in spite of everything, teams

begin to exhibit signs of demotiva-

tion, several things can be done to lift

their spirits. Executive visits and

messages praising the teams’ efforts

are immensely rewarding.

Broadcasting notice of successes, no

matter how small, can also encourage

teams that are having difficulty. 

Very rarely do recovery teams

become demotivated because they

have lost sight of the importance of

their task.  Reminding them how

important their task is or explaining

the ramifications of failure does not

help. 

Teams usually become demotivat-

ed because they are overwhelmed and

continue to face setbacks.  In order to

re-motivate them, find ways to relieve

the feelings of being overwhelmed.

Bringing in additional capable

resources, setting more achievable or

intermediary goals and having some

other team solve a difficult problem

are all great ways to re-energize a

team that’s feeling down.

Recovery Teams and Stress 
Stress is an integral part of mod-

ern life; indeed, moderate stress is

healthy and invigorating. But too

much stress, as can occur when a

recovery team is dealing with a disas-

ter, can become counterproductive

and damaging. Close adherence to

well-documented event management

practices can mitigate stress during

disaster recovery. Freedom from per-

sonal concerns among recovery team

members also tends to mitigate

stress. The more conclusively an

enterprise demonstrates that it values

staff members’ well being, the more at

ease (and therefore focused) recovery

team members will be. Caring can be

demonstrated in many ways includ-

ing keeping recovery teams well sup-

plied with food and drinks, regularly

acknowledging team members’ con-

tributions, and listening to and acting

upon suggestions. 

Scheduling teams to work in shifts

of no more than 12 hours reduces the

potential for overstress from burnout.

If people show signs of overstress, one

remedy is simply to take a break from

the work at hand. Pausing for a snack

or meal, or even just taking a walk,

can restore perspective and send team

members back to work refreshed and

better able to deal with the unexpect-

ed. If the occasion demands, a bit of

fun can relieve stress. Recoveries have

been facilitated by ice cream sundaes,

massage therapy, toys, video games,

and break rooms where movies or

music are playing. 

Sometimes when team members

are idle between recovery tasks,

stress can build because there is noth-

ing to occupy their minds as they wait

for the pressure to recommence.

Magazines, books, playing cards, and

so forth available for use in the recov-

ery facility can distract people

momentarily from the pressures of

recovery. 

More directly related, giving

recovery team members the chance to

see their work in perspective by shar-

ing information with them can also

greatly reduce stress. Team managers

should regularly present the status of

the overall recovery and discuss how

each functional team’s work fits into

it. If roadblocks turn frustration into

stress, management should assist in

finding workarounds and additional

resources that allow teams to return

to recovery tasks relaxed and with

renewed encouragement. 

Death and Injury
When a staff member is injured or

killed in any way related to an enter-

prise (whether during disaster recov-

Why do disaster recovery
teams lose motivation?
Frequently it’s because

they’re overwhelmed and
continue to face major

setbacks. When that hap-
pens, they may need

fresh resources or more
achievable goals.
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ery or not), several situations arise

that must be handled delicately. First

and foremost, the enterprise should

express condolences, and offer the

victim’s family support and assistance

with benefits and other issues.

Helping a victim’s family is one

important way for an enterprise to

show that it cares for its own. Being

forthcoming with assistance also

tends to mitigate negative media cov-

erage resulting from the mishap, but

this should clearly be a secondary

concern. 

Second, the affected staff mem-

ber’s co-workers should be apprised

of the situation. With injuries, regu-

lar reports on the injured colleague’s

condition can help keep the rest of

the team’s spirits up. The enterprise

should establish a means by which

co-workers can communicate with

the injured party or family. Enterprise

gestures such as gifts or flowers

should ideally be perceived as coming

from co-workers. 

In the case of death, qualified cri-

sis councilors should be engaged to

help co-workers deal with the trau-

ma. The death should be acknowl-

edged, but should not be exploited by

the enterprise in any way. 

For example, after the World

Trade Center attacks, several enter-

prises displayed pictures or lists of

names in their disaster recovery sites

in order to honor co-workers who

had been killed or injured in the

tragedy. It’s important to note that

these were not used to encourage

people to work harder, or to recover

the enterprise for the sake of the fall-

en employees. Enterprises should

honor lost employees, console and

assist their families, and attend to the

physical and emotional needs of who

are those still working. 

Getting People Back to Work
Most disasters threaten human

safety. Hurricanes, fires, floods, work-

place violence, industrial accidents,

terrorism, ice storms, and gas leaks

are all events that threaten people’s

physical well being. People are natu-

rally reluctant to put themselves back

in harm’s way after escaping once,

even if they are recovery team mem-

bers who are accustomed to disaster

scenarios. Enterprises must ensure

that their recovery teams are safe

while they conduct recoveries, and

moreover, must make team members

feel safe. 

Convincing People to Work 
Recovery facilities should be and

feel safe. One Dallas company has a

major facility close to the airport,

with a recovery site six miles away.

This is acceptable for most disasters,

but the site is just a couple of miles

from the other end of the same airport

runway. If a plane were to crash into

the primary facility, most employees

would not be eager to report to the

recovery site. 

Most commercial recovery service

providers have solid buildings, fenced

Table 2: Human Resources Best Practices for Disaster Recovery Planning

Populate recovery teams with enterprise thought leaders who understand
the systems they may be asked to recover 

Allow team members ample opportunity to practice recoveries in order to
hone their abilities and develop confidence 

Use the Incident Command System or other formal team structure to
ensure adequate coordination and reporting 

Specify and publicize the organizational structure and chain of command
that will take effect if a disaster is declared 

Pre-arrange care for team members and their families, and make team mem-
bers aware of these arrangements 

Identify alternates or alternate sources for team members, particularly
those with unique skills 

Plan for rotating shift coverage to allow team members to rest 

Pre-arrange crisis counseling services 

Ensure that recovery sites are safe and secure 

8

StorageWP16.qxp  10/1/02  10:24 AM  Page 8



9Computerworld Custom Publishing / HUMAN FACTORS IN GLOBAL CONTINGENCY PLANNING

properties, locked doors, security

personnel at all entrances, well-fil-

tered HVAC systems, and sophisti-

cated fire suppression systems, along

with direct lines to local fire, police

and emergency services. Recovery

teams feel safe at these locations

because they are safe. Enterprises

designing their own recovery facili-

ties should follow these practices as

well. 

Members of the enterprise securi-

ty department should be part of the

recovery team, to enforce security at

the recovery site. Security personnel

should be more visible than usual,

verifying identification at check-

points and looking for potential secu-

rity problems. This kind of activity is

often regarded as intrusive in normal

times, but can actually make people

feel more at ease and secure during

disaster recovery. 

In some disasters, housing recov-

ery team members in nearby hotels

can be important for safety and com-

fort as well. Recovery team members

tend to be more comfortable if housed

with their colleagues in a secure hotel

a short shuttle ride from the recovery

site than they would feel driving

home each day. If circumstances per-

mit, team members should have the

option of staying in a nearby hotel

(with their families) or staying at

home and commuting – whichever is

more comfortable for them. 

People: The Most Important Asset
This paper began by pointing out

that all other elements of disaster

recovery simply serve to allow people

to restore enterprise operations after

a disaster. If the right people have the

right tools, practice, support, struc-

ture and comfort, even they will be

surprised by what they can accom-

plish in a short time. Table 2 lists

human resources best practices that

should be included in recovery plans

to help maximize team member pro-

ductivity throughout the disaster

recovery process. Table 3 contains a

similar list of best practices for the

response and recovery stages.❃

Table 3: Human Resource Best Practices During Disaster Recovery

Alleviate recovery team workloads with support personnel and other time-
saving resources 

Organize communications so that team members have only one person to
report to 

Use multiple teams as necessary to maintain smooth recovery progress 

Let people do what they do best. Executives should make strategic deci-
sions; line managers should coordinate resources and make tactical deci-
sions, technicians should fix problems 

Ensure that team leaders are sensitive to team members’ personal needs and
aware of resources that the enterprise has put in place to meet them 

Ensure that team members’ families are cared for if the disaster affects them

Locate missing team members and apprise other team members of their
whereabouts 

Follow the established event management process during every event 

Develop ways for executive management to reward and encourage recovery
teams 

Broadcast success stories no matter how small

Keep teams well stocked with food and drinks

Enforce shift durations of no more than 12 hours

Encourage people to take breaks

Provide distractions or entertainment for people when they are on break

Share the overall status of the recovery with everyone

Provide support services to the families of injured employees

Facilitate communications between working teams and their injured co-
workers

Use heightened safety and security procedures during the recovery
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